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Context 

�  Collaborative editors: GoogleDocs, Wikis, version 
control systems 

 

. . . 
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Push-Pull-Clone Collaboration model 

�  Distributed version control systems: Git, Darcs, 
Mercurial 
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Optimistic replication 

�  State-based 
◦  No change log 
◦  Active Directory in Windows Server, Coda 

�  Operation-based 
◦  Change log 
◦  Used when cost to transfer state is high 
◦  Operation semantics 
◦  Bayou, GoogleDocs  

�  In this work operation-based optimistic 
replication 
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Merging algorithms 

�  Operational transformation (OT) 
◦  Transforms non-commuting operations to make them commute 
◦  Genericity 
◦  Limited scalability (state vectors)  

�  Commutative replicated data types (CRDT) 
◦  Designs operations to be commutative from the start 

◦  Document = linear sequence of elements 
�  Each element has a unique identifier for the lifetime of the document 
�  Total order of identifiers consistent with element order 
�  forall M,P: M<P => exists N: M<N<P 

◦  Scalability 
◦  Storage cost of identifiers 
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Securing logs in operation-based 
collaboration  
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Securing logs in operation-based 
collaboration 

�  How to secure logs? 
�  Ensure the security properties 
◦  Integrity – infeasibility to forge a log operation (modify 

content, introduce new forged operations, etc.) 
◦  Authenticity – any user can verify the validity of 

operations 
◦  Concurrency-tolerant property 
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Concurrency-tolerant property 
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Totally ordered log 

Partially ordered log 



Concurrency-tolerant property 

�  Causal order (Lamport happens before relation) 
◦  op1 → op2 if op2 generated after the execution of op1 

�  Partially ordered set: 
◦  (L, → ) with L the set of operations and → the causal relation 

�  A linear extension of (L,→) is (L,<t) s.t. 
◦  For all op1, op2 in L either op1 <t op2 or op2 <t op1 
◦  If op1 → op2 then op1 <t op2 

�  Σ(L) the set of linear extensions 
�  Concurrency-tolerant property 
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Authenticators 

�  A public key/site 
�  An authenticator created when pushing changes 
�  An authenticator created when pulling changes 
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Authenticators 

�  Use authenticator as a log-tamper evident for updates 
�  Each authenticator is a tuple of <ID, SIG, IDE, PRE, SYN>: 
◦  ID: identifier of the authenticator 
◦  SIG: signature of author of authenticator 
◦  IDE: list of operation identifiers the authenticator refers to 
◦  PRE, SYN: identifiers of preceding and remote authenticators 

�  Compute SIG for each authenticator: 
◦  ƳA

n.SIG= ƳA
n-1.SIG || E || ƳB

m.SIG 
�  The order of operations in ƳA

n-1 and E has to be respected 
�  The order of operations in ƳB

m and E does NOT need to be 
respected 
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Verification of authenticators 

14/18 

ƳA
1=<(332,A),SIGA(123||231||332),{123,231,332},Ø,Ø> 

A 
B 

C 

ƳB
1=<(332,B),SIGB(Ƴ1

A.SIG),Ø,Ø,ƳA
1 > 

D 

Verify ƳB
1 

 Verify ƳB
1.SIG 

 Verify ƳA
1 

Verify ƳA
1 

 Verify ƳA
1.SIG 

 Verify order {123,231,332} respected 



Evaluation 
� Mercurial traces 
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Evaluation 
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Existing approaches 
�  State-based approaches 

◦  Summary Hash History (SHH)1 

�  Secure total ordered logs 

◦  No support for concurrent work => no preservation of concurrency-tolerant property  

◦  Secure Provenance History2  

◦  Secure History through Time Entanglement3  

�  Fork-join causal consistency 

◦  (key, value) store + version vectors + signature for each operation 

◦  Depot4 
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Conclusion 
� A hash chain based approach to secure 

partially ordered logs 
◦  Tamper-detection 
◦  Accountability of users 
◦  Concurrency-tolerant property 

�  Evaluation based on real-traces 
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